Return Completed Form To:  

HIPAA Privacy Officer, GSU Office of Legal Affairs 


HIPAA Business Associate Questionnaire 
Instructions:  Questionnaire must be completed by Principal Investigator or Project Director and submitted to the GSU HIPAA Privacy Officer in Legal Affairs for review prior to signing any contract on behalf of GSU or its affiliated organizations (e.g. GSURF) that includes a “HIPAA agreement,” “business associate agreement” or any HIPAA obligations, whether in the text of the agreement or in an exhibit or attachment to it.  The information gathered in this questionnaire will be used to determine whether or not it is legally appropriate for GSU to accept HIPAA responsibilities in connection with your research or the services you are to provide.  When submitted your questionnaire for review, please attach the corresponding agreement and any related HIPAA attachments and exhibits. 
Definitions:  The following definitions are provided for your use in answering the questions that follow.
Covered Entity (CE): A Covered Entity (CE) is (1) a Health Care Provider that performs one of the standard electronic transactions identified in the HIPAA Privacy Rule (all of which presently involve electronic communication between the entity and a health insurer); (2) a Health Plan; or (3) a Health Care Clearinghouse.

Protected Health Information (PHI):  Protected Health Information is individually identifiable health information (IIHI) created or maintained by a Covered Entity (CE).

Business Associate (BA):  A Business Associate (BA) is a person or entity that is not a member of a Covered Entity’s (CE’s) workforce but who uses or has access to Protected Health Information (PHI) to carry out certain functions/activities on behalf of the CE  (e.g.  If a CE hospital contracts with Georgia State to perform a project for the Hospital that involves the use of PHI, then Georgia State is the BA of the CE hospital).  Note:  The determination of who is and is not a BA rests on whether PHI is required for the performance of the contracted work.  (e.g. a pharmaceutical representative would not need access to a CE hospital’s PHI and would not be considered BA whereas an independent contractor hired to input medical data into a CE hospital's new record management system would need access to PHI to complete the contracted work and would, therefore, be a BA).  A person or department may be a BA for one CE but not for another CE.  Do not assume that you are a BA just because you perform a function for a CE.  You must both perform a covered function and need access to PHI for such performance to be a BA.

Please Print:

1.
Name of Principal Investigator (PI) / Project Director (PD):  ______________________________________
2.
Department & Campus Address of PI / PD: ___________________________________________________
3.
Contract Number and other identifying grant/contract information:  ________________________________
4.
Name of Covered Entity for which services will be provided:  _____________________________________ 
5.
Name of Covered Entity’s HIPAA Privacy Officer: ___________________ Tel. No. __________________


6.
Contract start date: __________________________
Contract end date:  __________________________

7. 
Brief description of the Business Associate services to be provided under the grant/contract (the “Services”): 
______________________________________________________________________________________

8.
Will you or any Georgia State University employee need access to PHI to perform the Services?  Y / N   

IF YOU ANSWERED “YES” TO QUESTION 8 ABOVE, PLEASE COMPLETE THE REMAINDER OF THE QUESTIONNAIRE.
9.
Briefly explain why the performance of your contractual services requires access to PHI. ______________________________________________________________________________________

______________________________________________________________________________________

10.
Identify the physical location where contractual services will be performed (i.e. Georgia State campus, Covered Entity premises or some other site):  _______________________________________________________________________________________
11.
For each Georgia State University employee responsible for supervising services performed under the grant/contract (must include PI / PD), please list their name, campus address, college/department name, email address, computer terminal location and telephone number in the table below.  Add rows or attach additional pages as necessary:

	Name
	Department & Campus Address
	Phone

Extension
	Email
	Computer Location
	Name of Dept.

Tech. Rep.

	
	
	
	
	
	

	
	
	
	
	
	


11.
For each Georgia State University employee whose performance of services under the grant/contract requires access to PHI, please list their name, campus address, email address, computer terminal location and telephone numbers in the table below (add rows or attach additional pages as necessary):
	Name
	Department & Campus Address
	Phone

Extension
	Email
	Computer Location
	Name of Dept.

Tech. Rep.

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


As the PI / PD under the contract for business associate services to which this questionnaire refers, (the “Services), I understand that I am responsible for ensuring that PHI created, received and/or maintained by GSU in connection with the Services is maintained in a secure manner and is accessible only by persons providing the Services who have completed GSU HIPAA training and a formal GSU information security risk assessment.  I understand that I am responsible for keeping the University HIPAA Privacy Officer current regarding persons who need access to PHI in connection with the Services and that I must promptly notify the Privacy Officer of any changes (additions or deletions) to this roster of persons.  I further understand that I am responsible for immediately notifying the Privacy Officer of any unauthorized disclosures of PHI of which I become aware and that the attached University HIPAA Sanction Policy applies to all persons performing the Services.
_______________________________________________

Signature of PI / PD



Date




HIPAA Sanction Policy
Compliance with the HIPAA Privacy Rule and Security Rule is required of all persons whose work with individually identifiable health information is subject to these federal laws by virtue working for an entity that is subject to HIPAA as either an employee or a business associate.  Violation of these obligations carries considerable liability for the University.  As such, failure to comply with all HIPAA obligations is considered by the University to be a serious breach of duty.

All persons performing work that involves access to protected health information (individually identifiable health information that, because it is subject to HIPAA, is deemed to be "protected health information" or "PHI") for the University as an employee or independent contractor are required to fulfill all privacy and security obligations required by HIPAA.  No such person may handle or have access to PHI unless: (1) the University HIPAA Privacy Officer has determined that such access to PHI is necessary to the performance of the person's job; and (2) the person has completed the University's Privacy Rule training.  Only computer terminals conforming to the University's HIPAA Security Rule security standards may be used for the creation, receipt, or maintenance of PHI.
It shall be a violation of this policy for any person performing work with PHI for the University as an employee or independent contractor to fail to comply with any Privacy Rule and/or Security Rule obligation for which they are responsible, regardless of whether such failure is intentional or not.

The following sanctions shall apply to infractions of this HIPAA Sanctions policy:


Privacy Rule 
First infraction:
Immediate removal from all work at the University involving access of any kind to PHI until such time as individual re-completes HIPAA Privacy Rule training as designated by the University Privacy Officer.

Second infraction:
Permanent removal from all work at the University involving access of any kind to PHI.  

Security Rule
First infraction:
Immediate curtailment or termination, as determined in the sole discretion of the University HIPAA Security Officer, of University network access on all University computers on which PHI is in any way maintained until all security requirements are met.

Second infraction:
Permanent curtailment or termination as determined in the sole discretion of the University HIPAA Security Officer, of University network access on all University computers on which PHI is in any way maintained.
