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Preventive actions are steps that are taken to avoid potential nonconformities and make improvements.  

	Help: Contact Information Security (security@gsu.edu) or Help Center (404-413-4357, help@gsu.edu) with questions.
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Potential ISMS improvement is identified and preventive action(s) proposed.



Does not implementing the preventive action(s) pose a severe risk?  Does it introduce civil/criminal exposure and/or ethical considerations?


Immediate assessment - Depending on the nature of changing risk and/or preventive actions, other personnel may be notified such as: law enforcement, vendors, GSU personnel, Government Agencies or others as circumstances require.  


Yes


No


Yes


Does customer agree to implement the preventive action(s) in a timely manner (response must be in writing)?


Preventive action activities are implemented and documented.  Results will be subsequently evaluated to determine if actions were appropriate and if intended objectives were achieved.   


IT procurement review, audits, customers, stakeholders, or other sources as circumstances require


Pending CIO approval/concurrence, customer can choose to “accept risk”.  Another option is for the customer to change their business processes so that the need for the preventive action(s) is eliminated (such as sanitizing SSNs in a database) etc.


End


No



