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	This procedure includes planning, execution, reporting and follow–up of an internal ISMS audit and applies to all departments within the University’s ISMS.  Internal audits of the ISMS shall be conducted by external consulting firms deemed qualified to audit an ISO 27001 ISMS.  

	1.1 General

1.1.1 Internal audits of the ISMS shall be conducted at planned intervals at least annually or as the need arises. 

1.1.2 Personnel who are independent of the current work or project shall perform the internal audit.

1.2 Planning and Preparing the Audit

1.2.1 The Lead Auditor shall prepare the audit plan(s).

1.2.2 The Audit Plan/Notification shall be prepared by the Lead Auditor, and reviewed and accepted by the Information Security Management Representative (ISMR).  The plan shall include:

· Audit objective and scope, including the information management system(s) to be audited .
· Department/Section and responsible individuals in charge.
1.3 Pre-audit meeting

1.3.1 Pre-Audit meeting between the ISMR and Lead Auditor (and other auditors as applicable) shall be carried-out prior to the start of the audit.  Objectives are as follows:

· To ensure the availability of all the resources needed and other logistics that may be required by the auditor.

· The scope of the audit is consistent with the Audit Plan

1.4 Opening meeting

1.4.1 Opening meeting, where deemed appropriate by the ISMR and Lead Auditor, shall be held on the day of the start of the audit.  The following may be discussed during the opening meeting:

· The purpose and scope of the audit.

· Confirmation of the audit plan

· Clarification of other matters that must be settled before the audit takes place.

1.5 Audit Execution

1.5.1 Audit findings are determined through interviews, examination of documents and observation of activities and conditions in the areas of concern and will be documented.

Objective evidence to support identified major or minor nonconformities shall be obtained and documented in audit workpapers.
1.6 Audit Reporting

1.6.1 The auditors shall have a pre-closing meeting at the conclusion of the audit.  Agenda includes:

· Review and analysis of findings

· Consolidation of all findings including grouping and tabulation.

· Classification of findings (see below 1.6.4)

· Preparation of recommendations and audit report

1.6.2
 The audit team shall review all of their findings to determine whether they are to be 
reported as non-conformities or as observations. Audit findings shall be supported by objective evidence.

1.6.3 The Lead Auditor consolidates all the audit findings for 
the preparation of the audit report.

1.6.4 Classification of findings shall be:

· Major non-conformity – This pertains to a major deficiency in 
the ISMS.  A non-conformity exists if one or more elements of the

           ISO 27001 is not implemented.  Non-conformities have a direct

           effect on information security, specifically on the preservation of     

                       confidentiality, integrity and availability of information assets.

· Minor non-conformity – A minor deficiency.  One or more 
elements of the ISMS is/are only partially complied with.  Minor  

           non-conformities have an indirect effect on information security.

Note: Both major and minor non-conformities shall require the appropriate area’s management to document corrective actions.

· Potential improvements – An audit recommendation for improvement for consideration by the auditee.

Note: Potential improvements which pertain to information security weaknesses shall require appropriate preventive actions to be documented, or be upgraded to a non-conformity.

· Positive findings – Findings that pertain to processes and/or 
systems that go beyond what is required by the standard.

1.6.5
 The Lead Auditor shall prepare a standard internal audit report that may contain the following information.

· Audit Reference Number

· Date of Audit

· Department/Section Audited/Process Name

· Name of Auditee and auditors

· Statement of findings (all non conformities found)

· Reference to the information security management system and standard

· Corrective and Preventive Actions with completion date

· Follow-up actions for non conformities

· Verification of follow-up actions

1.6.6
 The auditors shall follow a code of conduct in the manner of reporting as stated in this document.

· The report should be concise but factual and presented in a constructive manner.

· The findings should be within the scope of audit and show the relationship of the standard used.

· The report should not show bias by the auditor.

1.6.7
 The Lead Auditor shall issue a formal Audit Report to the ISMR.

1.7 Closing Meeting

1.7.1 The Lead Auditor shall preside over the closing meeting attended by the audit team and the auditees.  The auditors shall report their findings, observations and recommendations.

1.8 

Corrective Action Follow-up

1.8.1 The auditor is only responsible for identifying the non-conformities and following up on corrective actions implemented by the responsible area management.
1.8.2 The auditees are responsible for determining the root cause and correcting the reported non-conformities.

1.8.3
 Approved corrective actions shall be based on the agreed time scale.

1.9 Auditors’ Qualifications

1.9.1 Auditors shall possess personal attributes to enable them to act in accordance with the principles of auditing and have successfully completed at least 32 hours of formal ISMS training or possess internationally recognized certifications such as the Certified Information Systems Auditor (CISA) or Certified Internal Auditor (CIA).
Help: Contact Information Security (security@gsu.edu) or Help Center (404-413-4357, help@gsu.edu) with questions.























