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	Steps for responding to an Information Security Incident.
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Help: If you have questions, or need assistance, please contact Information Security (security@gsu.edu) or the Help Center (404-413-4527, help@gsu.edu).
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Event/Incident Occurs


GSU Information Security Office is Notified – Research is Initiated  


Is Event/Incident Valid?


Research Discontinued – Report/Follow Up (When Appropriate)


No
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CSIRT Flow Diagram


CSIRT & Other Personnel (If Required) are Notified


Yes


Is the CSIRT Required?


Appropriate Response Determined/Implemented 


No


Victims, Information Security, Stakeholders...
Note: Depending on the nature of the incident, steps taken in an appropriate response may include but are not limited to: containing the incident, restoring the system (s), conducting an investigation, documenting lessons learned, recommending process changes...


Information Security
Note: Depending on the nature of the incident, other personnel may include but are not limited to: law enforcement (local, state, and/or Federal), vendors, GSU employees/students, other Government Agencies…
Note: Whenever possible the CSIRT will have representation from GSU’s Legal Dept., Dean of Students, Human Resources Dept., Police Dept., and Internal Audit.


Chief Information Security Officer
Note: Criteria for determining if the CSIRT should be mobilized include but are not limited to: health/safety of personnel, legal issues, possible harm to GSU’s reputation, severity of the incident... 


Yes
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Information Security
Note: In accordance with BOR Policy (Section 712 Computer Security Policy), incidents are to be reported to the University System Office in a timely manner. 



Appropriate Response Determined/Implemented/Documented 


Information Security, CSIRT, & Other Personnel
Note: Depending on the nature of the incident, steps taken in an appropriate response may include but are not limited to: containing the incident, restoring the system (s), conducting an investigation, documenting lessons learned, recommending process changes...
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