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Steps for responding to an Information Security Incident. 

Anomalous Activity 
Detected

Open Ticket  
(Compromised 

System – Access 
Curtailed) 

1st Offense 2nd Offense Investigation/
Research Initiated

Remediation 
Accomplished?

Close Ticket/
Enable Access

Ticket Remains in 
System

Information Security/
Technical Infrastructure

Information Security/Technical Infrastructure/College IT Department
Note: Where practicable, College IT Department will be notified.

No

Yes

No

Yes

Information Security

Help Center/Technical 
Infrastructure/Information 
Security

Send 1st Offense 
E-mail

(System is 
certified/tested)

Yes

Note: Confirmation or proof of remediation may be accepted from a trusted third party (College IT 
Manager, Best Buy, CompUSA…).
Note: Where practicable, College/Department IT Manager will be copied on 1st Offense E-mail.

 

Help: If you have questions, or need assistance, please contact Information Security (security@gsu.edu) or the Help Center (404-413-4527, help@gsu.edu). 
 


